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Process for recording a scrambled MPEG stream 

Field of the invention 

The invention relates to a process for recording 
on a recording medium, for example a hard disk f a 
scrambled audio video digital data stream, for example 
an MPEG type stream. 

Background of the invention 

The storage of data in scrambled form is currently 
developing rapidly. For example, the audio video 
digital data transmitted in compressed and scrambled 
form are generally recorded in this form so as to 
control access to these data. They are therefore 
descrambled only when the corresponding images are 
viewed. Another example relates to the 1394 digital 
bus, solutions envisaged within the framework of the 
exploitation of this digital bus being the transmission 
of digital data in scrambled form and hence their 
storage in this form. 

A problem connected with this recording of 
digital video data streams in scrambled form relates to 
the exploitation of particular modes of reading or 
special modes referred to hereinafter as the "trick 
mode", using the terminology of the MPEG standard, this 
term encompassing among other things the following 
functions: fast forward, fast rewind, slow motion, 
accelerated motion, freeze frame. These functions 
actually require access and fast decoding of these 
recorded data, conditions which are difficult to make 
compatible with recording in scrambled mode. 

Summary of the invention 

The aim of the invention is to alleviate the 
aforesaid drawbacks. 

Its subject is a process for recording, on a 
recording medium, a scrambled MPEG stream, 
characterized in that the scrambled data of the stream 
are, in parallel with their recording, descrambled so 
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as to extract therefrom additional data corresponding 
to information required by at least one function of the 
special mode or "trick mode" (fast forward, fast 
rewind, accelerated motion, slow motion, etc.) and in 
that these additional data are also recorded on the 
recording medium. 

The additional data are for example the 
pointers and the size of images. 

The subject of the invention is also a 
recording medium, characterized in that it contains the 
data of a scrambled MPEG stream as well as additional 
data relating to the video data of the stream for the 
operation of the special mode or "trick mode". 

The subject of the invention is also an MPEG 
audio video digital data stream, characterized in that 
the video data packets are scrambled with the exception 
of the packets containing a start of image. 

The subject of the invention is also an MPEG 
audio video digital data stream, characterized in that 
it includes additional data allowing the extraction of 
the information required by at least one function of 
the "trick mode" and in that the said additional data 
are transported in the adaptation field (to use the 
MPEG terminology) of the stream. 

The subject of the invention is also a process 
for coding a video data stream, characterized in that 

it comprises: 

- coding of the data according to the MPEG 
standard so as to deliver a transport stream 
in the form of data packets, 

- scrambling of the data packets which do not 
include a start of image, the other packets 
not being scrambled. 



The subject of the invention is also a process 
for recording on a recording medium, a scrambled MPEG 



stream, characterized in that the additional data 
relating to the enciphering keys are, in parallel with 
the recording of the stream, extracted from the stream 
so as also to be recorded on the recording medium. 

According to one variant, the process is 
characterized in that the additional data relating to 
the keys are the pointers of the packets in which the 
keys are to be found and pointers of packets to which 
these keys are applied. 

According to another variant, the process is 
characterized in that the additional data relating to 
the keys are also the deciphered keys. 

The subject of the invention is also a 
recording medium, characterized in that it contains the 
data of a scrambled MPEG stream as well as additional 
data relating to the enciphering keys. 

By virtue of the invention, the information 
required by the special modes are directly exploitable 
without it being necessary to descramble the recorded 
data in order to retrieve or calculate this 
information, thus allowing a fast response to the 
commands of the operator. 

The main advantage of the invention is that it 
allows the use of the trick mode when reading audio 
video data recorded in scrambled form. 

Brief description of the drawings 

Other characteristics and advantages of the 
invention will become apparent on reading the following 
description, given by way of example and with reference 
to the figures which represent: 

- figure 1, a flowchart defining the steps of 
the process for recording additional data, 
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- figure 2, a flowchart defining the steps of 
the process for recording data relating to 
the enciphering keys. 



5 Detailed description of the preferred embodiments 

The scrambled audio video data stream is for 
example the transport stream (TS) as defined in the 
MPEG standard. The scrambling of the stream or of a 
packet relates to the useful data (or "payload") and 
10 not to the packet headers. This stream is therefore 
received by the recording device in scrambled form. 

The process implemented by this device is shown 
schematically by the flowchart of Figure 1. 

A first step 1 consists in filtering the stream 
15 received on the basis of the programme choice made, in 
the case where one wishes to record a single programme. 
This filtering is performed on the PID (Packet header 
Identification) . 

The partial stream obtained, corresponding to 
20 the selected programme, is processed in parallel in 
step 2, step 3 and step 6. 

It is thus transmitted directly to a storage 
unit or recording medium for recording, step 6. 

It is also transmitted to a keys extraction 
25 circuit for extracting the data (sections) allowing the 
descrambling of the packets, step 2. This step 2 
carries out the extraction, from the scrambled stream, 
of the keys, possibly encrypted, together in this case 
with their decryption. 
30 Step 3 extracts, from the partial stream, the 

packets containing the video information for 
descrambling by a descrambling circuit. The keys 
required for this descrambling originate from step 2. 

This descrambling obviously requires that the 
35 conditional access control system should temporarily 
allow, during this data recording phase, which must be 
distinguished from the phase of viewing these video 
data, descrambling of the stream received, that is to 
say should require the conditional access information 



to be available. It is this information which allows 
the decrypting of the video data, in step 3, on the 
basis of the keys extracted during step 2 and also, as 
appropriate, the decrypting of the keys in step 2. 

From these descrambled video data are 
extracted, during the next step 4, the information, 
referred to as ancillary data or additional data, 
required for the operation of the "trick mode" . This 
information may, among other things, be the size of the 
images, the pointers defining the image starts, the 
image types, etc. 

These data are organized so as to construct, 
during step 5, a file accompanying the audio video file 
consisting of the recorded scrambled data relating to 
the partial stream. The next step 6 consists in 
recording this accompanying file on the medium. It may 
also involve the construction of a succession of files, 
the data relating to the "trick mode" then being 
recorded in tandem with the recording of the scrambled 
data . 

During this step 6, the scrambled data 
corresponding to the partial stream originating from 
step 1 are also recorded. 

Thus, the data of the audio video file and the 
data of the accompanying file are stored on the 
recording medium. 

There should be a time correspondence between 
the ancillary or additional data of the recorded files 
and the recorded scrambled data. The recorded 
additional data are for example indexed to the 
corresponding data of the audio video file. 

It is of course also conceivable, without 
departing from the field of the invention, to record 
the entire MPEG stream and not just the demultiplexed 
stream, that is to say the partial stream. It is also 
possible to choose certain programmes and to record 
these chosen programmes only. It may also happen that 
in one and the same programme there are several video 
streams (PIDs) corresponding for example to several 



angles of view. The method is then applied,, 
independently, to each of these video streams which are 
recorded. One can have an accompanying file for each 
video stream. 

Preferably, the descrambling circuits are 
integrated into the circuits catering for the 
extraction of the data relating to the trick mode so as 
to prevent any access to the descrambled audio video 
stream. 

Variants of the invention consist in creating 
an MPEG stream containing the information relating to 
the "trick mode" or additional data in unscrambled form 
and the other data in scrambled form. 

For example, solely the packets containing the 
information useful for the "trick mode" are not 
scrambled. This information may then be recognized and 
extracted easily with the aid of a handler, without it 
being necessary to descramble the stream. This involves 
for example packets which include an image start and 
provide the image type, etc. Thus, steps 2 and 3 
consisting in extracting the keys and in descrambling 
so as to obtain the additional data are no longer 
reguired, these additional data, such as image start, 
image type, etc., being obtained from the unscrambled 
packets of the data stream. 

In another example, one or more fields 
belonging for example to the "Adaptation Field" of a 
video packet, in the transport stream, and grouping 
together private data are what are exploited to 
transport the data useful to the trick mode. Step 4 
extracts the "trick mode" information directly from the 
"Adaptation Field" . 

Steps 2 and 3 corresponding to the extraction 
of the keys and to the descrambling of the video data 
are, here again, no longer useful. It is in fact no 
longer necessary to descramble the data stream in order 
to extract the information useful to the trick mode and 



hence to get access privileges for descrambling, when 
storing the data on the recording medium. 

However, these variants necessitate 

intervention at the level of the data stream coding 
chain and hence generate a constraint at the level of 
the broadcaster, but make it possible to circumvent the 
access control and security problems related to 
temporary descrambling . 

The use of the "trick mode" requires, in 
addition to the useful information stored in the 
accompanying file, information on the keys to be used 
for each packet in order to be able to carry out the 
descrambling . 

This is because, when accessing any point of an 
image sequence, the descrambling of the images to be 
viewed during the trick mode requires the reading, and 
possibly the deciphering, of the corresponding 
enciphering key. The keys are available, in the stream, 
roughly every 100 ms, in a manner which is 
desynchronized with respect to the images and 
sufficiently in advance as to be able to perform the 
descrambling in real time. The deciphered keys must in 
fact be available when the corresponding scrambled data 
are read. 

Whereas this availability poses no problem in 
conventional read mode, matters are otherwise when 
exploiting the "trick mode". This is because, in this 
case, the data relating to the keys and provided in 
advance in the stream are not read on account of the ad 
hoc access to the images useful to the trick mode and 
are therefore not available in advance. 

One solution consists in "putting back" the 
data stream sufficiently, with respect to the point of 
access, for example by half a second, as to be able to 
extract and decode the enciphering keys before reading 
the data to be deciphered. The read pointer or read 
head of the storage medium is positioned a few hundred 
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milliseconds before the point of access to the image 
which one wishes to decode and whose position one knows 
by virtue of the pointer extracted from the 
accompanying file. This solution entails a lag in 
5 response and requires that non-useful data be read, 
possibly giving rise to errors. 

The process which is proposed here and which 
can be exploited independently or in combination with 
the process described earlier, consists in performing 

10 specific operations on the keys so as to ease the 
descrambling of the data during the "trick mode". 

Figure 2 represents the various steps of the 
process implemented. Steps 1, 3, 4 and 5 are similar to 
those described earlier and the same numbering is 

15 employed. A new step 7 replaces step 2, performing 
operations complementary to those of step 2 dependent 
on the solution adopted, as indicated hereinbelow. This 
step 7 is followed by a new step 8 which creates one or 
more files in which the information originating from 

20 step 7 is stored. Finally, the data from these files 
are transmitted to the recording medium so as to be 
stored there during step 6. 

A first solution consists in tagging the 
position of the packets in the stream containing the 

25 encrypted keys, in storing the pointers corresponding 
to these packets as well as the pointers indicating the 
portion of the stream to which these keys are applied. 
Step 7 as a supplement therefore to the extracting of 
the keys transmitted in step 3 for the descrambling of 

30 the video data, extracts the pointers or indices so as 
to transmit them in step 8 in order to be stored in an 
accompanying file, the file then being recorded on the 
recording medium in step 6. 

Thus, during the operation of a special mode, 

35 the accompanying file provides the position of the 
packets containing the keys applied to the portion of 
stream to be read. These packets are read and the keys 
extracted for the deciphering of the portion of stream 
to be read. 



A second solution consists in transmitting the 
encrypted keys extracted during step 7, not only in 
step 3 for the descrambling of the video data but also 
in step 8 for their storage in an accompanying file. As 
before, the process also consists, during step 7, in 
tagging the position of the packets in the stream 
containing the encrypted keys, in storing the pointers 
corresponding to these packets as well as the pointers 
indicating that portion of the stream to which these 
keys are applied. These pointers or indices are then 
extracted so as to be transmitted in step 8. This step 
stores the keys as well as the pointers or indices. The 
accompanying file comprises, in this case, the 
enciphering keys and it is then not necessary to fetch 
them from the recorded stream. 

A third solution consists, during this step 7, 
in addition to the previous operations, in decrypting 
the keys. These keys are transmitted to the access 
control device which decrypts them. The decrypted keys 
as well as the pointers or indices are stored in a 
file, this file is recorded on the recording medium 
during step 6, in the form of an accompanying file with 
a view to the use of its content to descramble the 
audio and/or video data relating to these keys. 

Of course, all these data may be recorded in 
separate accompanying files. 

There should always be a time correspondence 
between the data of this (these) recorded file(s) and 
the recorded scrambled data. The recorded data are for 
example indexed to the corresponding data of the audio 
video file. 

The invention applies to any type of recording 
medium, for example a hard disk or a DVD (the acronym 
standing for Digital Versatile Disk) . 

Variant embodiments are proposed hereinbelow. 



Regarding the extracting of the keys which is 
performed in step 7, a fourth solution consists, during 
this step 7, in addition to the previous operations, in 
decrypting the keys and in then re-encrypting them 
according to another algorithm. These keys are 
transmitted to the access control device which decrypts 
them. The decrypted keys are then transmitted to 
another enciphering device. The re-encrypted keys as 
well as the pointers or indices are stored in a file, 
this file is recorded on the recording medium during 
step 6, in the form of an accompanying file with a view 
to the use of its content to descramble the audio 
and/or video data relating to these keys. 

Regarding the pointers recorded in step 8, 
indicating that portion of the stream to which the keys 
are applied, a precise value of these pointers, that is 
to say which corresponds to the stream portion relevant 
to the key, is not necessary. 

In general the encrypted keys are sent in 
pairs, applying to two contiguous portions of stream; 
moreover, the two decrypted keys are available to the 
demultiplexer at any time, so as to ensure correct 
transition between the two portions of stream. One way 
of indexing the stream is therefore to store the keys 
in pairs and to associate therewith a pair of pointers 
corresponding to the start and to the end of a stream 
segment to which each of the two keys is applied in 
succession. These pointers may for example be generated 
when the pairs of decrypted keys are received from the 
access control system (the "smart card" or chip card) . 

It may in fact be noted that the start of a 
stream portion to which a key is applied is 
characterized, in an MPEG stream, by a change of value 
of the "transport_scrambling_control" field in the 
header of a packet. It is the detecting of this change 
which will decide on the application of the new key 
from the pair of keys. It is therefore sufficient to 
link a pair of keys to a pointer designating a packet 



in respect of which the first key is applied, and to 
store this pointer given that, in the stream, the next 
change of this field, in the header, will indicate that 
the new key must be applied. This pointer can be that 
corresponding to the instant of descrambling of a new 
pair of keys. 

It will be noted that the stream portion to 
which a key is applied does not necessarily comprise 
all the packets included between the pointers; the 
packets relating to a key are identified by the PIDs. 

Of course, the process which consists in 
storing, on a recording medium, data of the scrambled 
MPEG stream and data of an ancillary file which 
includes data specific to the operation of the trick 
mode so as to exploit the data of the MPEG stream 
relates equally well to the writing of data to a medium 
as to the reading of these data. 

The invention also relates to the process for 
decoding a scrambled MPEG stream recorded on a 
recording medium, including the reading, from the 
recording medium, of scrambled data of the MPEG stream 
and of additional data other than these scrambled data 
and relating to the enciphering keys used for the 
scrambling, and the descrambling of the MPEG stream 
data read on the basis of these additional data read. 

It also relates to the process for implementing 
the special mode or "trick mode" function (fast 
forward, fast rewind, accelerated motion, slow motion, 
etc.) on the basis of the reading of data stored on a 
recording medium which consists in reading additional 
data from the recording medium which includes 
information required by the special mode and in then 
reading the data of the medium as a function of these 
additional data. These data are, for example, pointers 
to the start of images and to the types of images. 

These two processes can be combined if the data 
stored are scrambled data. One example is scrambling 
according to the MPEG standard, which is carried out at 
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the level of the data packets, the pointers then 
being modified by the scrambling. 




What is claimed is 

1. A process for recording, on a recording 
medium, a scrambled digital video stream, wherein the 
scrambled data of said stream are, in parallel with 
their recording, descrambled so as to extract therefrom 
additional data corresponding to information required 
by at least one function of the special mode or "trick 
mode" (fast forward, fast rewind, accelerated motion, 
slow motion, etc.) and wherein these additional data 
are also recorded on the recording medium. 

2. A process according to claim 1, wherein 
said additional data are the pointers and the size of 
images . 

3. A process according to claim 1, wherein 
said digital video stream is an MPEG stream obtained by 
filtering the TS (Transport Stream) headers of a 
multiprograrnme MPEG stream, as a function of the 
selected programme or programmes to be recorded. 

4. A process according to claim 1, wherein 
said recording medium is a hard disk or a recordable 
DVD. 

5. A recording medium containing the data of a 
scrambled digital video stream as well as additional 
data relating to the video data of the stream for the 
operation of the special mode or "trick mode". 

6. An MPEG audio video digital data stream, 
wherein the video data packets are scrambled with the 
exception of the packets containing a start of image. 

7 . An MPEG audio video digital data stream, 
comprising additional data allowing the extraction of 
the information required by at least one function of 
the "trick mode", said additional data being 
transported in the "adaptation field" of the stream. 

8 . A process for coding a digital video data 
stream, comprising the following steps: 

- coding of the data according to the MPEG 
standard so as to deliver a transport stream 
in the form of data packets, 
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- scrambling of the data packets which do not 
include a start of image, the other packets 
not being scrambled. 
9. A process for recording on a recording 
5 medium, a scrambled digital video stream, wherein the 
stream is descrambled in such a way as to extract 
additional data relating to the keys for enciphering 
this scrambled stream and in that these data are also 
recorded on the recording medium. 
10 10. A process according to claim 9, wherein 

the additional data relating to the keys are the 
pointers of the packets in which the keys are to be 
found and pointers of packets to which these keys are 
applied. 

15 11. A process according to claim 10, wherein 

the pointers of packets to which these keys are applied 
are the pointers defining the stream portions to which 
the keys are applied. 

12. A process according to claim 11, wherein 

20 the pointers to the stream portions to which the keys 
are applied are obtained from the information 
concerning a change of value of the 

"transport_scrambling_control" field of the scrambled 
MPEG stream. 

25 13. A process according to claim 10, wherein 

the pointers of packets to which these keys are applied 
are pointers defining a stream segment to which each of 
the two keys of a pair of keys is applied in 
succession . 

30 14. A process according to claim 10, wherein 

the enciphered keys are extracted from the stream so as 
to be recorded with the additional data relating to the 
keys . 

15. A process according to claim 10, wherein 
35 the additional data relating to the keys are the 

deciphered keys. 

16. A process according to claim 10, wherein 
the additional data relating to the keys are also the 
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deciphered keys then reciphered with another 
enciphering device . 

17. A process according to claim 9, wherein 
the recording medium is a hard disk or a recordable 
DVD. 

18. A recording medium containing the data of 
a scrambled digital video stream as well as additional 
data relating to the enciphering keys. 

19. A process for decoding a scrambled MPEG 
stream recorded on a recording medium, for implementing 
a special mode ("trick mode"), comprising the following 
steps : 

the reading, from the recording medium, of 
scrambled data of the MPEG stream, 

the reading, from the recording medium, of 
additional data other than the scrambled data of the 
MPEG stream, corresponding to information relating to 
the enciphering keys used for the scrambling, 

descrambling of the MPEG stream data read as a 
function of the additional data read. 

20. A process for decoding a scrambled MPEG 
stream recorded on a recording medium, for implementing 
a special mode ("trick mode"), comprising the following 
steps : 

reading, from the recording medium, of 
additional data, other than the scrambled data of the 
MPEG stream, corresponding to information required by 
at least one function of the special mode or "trick 
mode" (fast forward, fast rewind, accelerated motion, 
slow motion, etc.), 

reading, from the recording medium, of 
scrambled data of the MPEG stream as a function of the 
said additional data. 
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The process is characterized in that the 
scrambled data of the stream are, in parallel with 
their recording (6), descrambled (2, 3) so as to 
extract (4) therefrom additional data corresponding to 
information required by at least one function of the 
special mode or "trick mode" (fast forward, fast 
rewind, accelerated motion, slow motion, etc.) and in 
that these additional data are also recorded (6) on the 
recording medium. 

Applications relate most particularly to 
recordings on hard disk or DVD. 
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